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INTRODUCTION

WHAT IS THE TRUSTEER?

[> Trusteer Rapport is an addon for internet browser

[> Trusteer Rapport is an additional layer of security to any antivirus or security software
you already use (so it cannot be used as replacement for antivirus software) and it
protects you against financial malware (phishing, identity stealing, stealing of password
and other sensitive data) and against other unknown threats.

[> Trusteer Rapport is special and effective tool which protects you against phishing
attacks, stealing password attempts, etc.

HOW DOES THE TRUSTEER RAPPORT WORK?

Trusteer Rapport automatically protects allowed and trusted websites (Komercni banka is
already on the list of trusted sites).

When you connect to a protected website, Trusteer Rapport locks down communication
between your computer and the protected website. This prevents criminals from hijacking your
online connection with the bank and from using malware to steal your log-in data. Trusteer
Rapport also detects malware and promptly reacts to disable possible threats.

HOW DO YOU RECOGNIZE YOU ARE PROTECTED?

After the installation of Trusteer

Rapport and connecting to

MojeBanka web page you will notice POTECre

a Trusteer s icon in the address bar '
of internet browser. If there is a

[LIEIYERIY = you are protected u

and everything is working well.

WHERE TO FIND MORE INFORMATION?

Website of Komercni banka — TRUSTEER section
Wep page about general security

official website of Trusteer including FAQ

video help guide for Trusteer

\VARVARVARV

SYSTEM REQUIREMENTS = SUPPORTED OPERATING SYSTEMS AND BROWSERS

Windows XP SP3 or MacOS X 10.8. and higher - complete specification

Chapter: Introduction


http://www.kb.cz/security/client
http://www.kb.cz/security
https://www.trusteer.com/landing-page/komercni-banka-retail-english
http://www.trusteer.com/support/faq?lang=en
http://www.youtube.com/user/trusteer
http://www.trusteer.com/support/supported-platforms?lang=en

INSTALLATION FILE DOWNLOAD

1. click on this link and security warning window please select ,Allow"in case of security
warning window please select ,Allow"

2. select Windows

3. select Save or Save file. If you did not select your own location the download file will
be found in one of these folders:

Windows Vista and higher: C:\Users\"Username"“\Downloads\
Windows XP: C:\Documents and settings\"Username"“\My Documents\Downloads\

S:cunlg,r Warning

The document is trying to connect to:
/_Il https://www.trusteer.com

Do you trust trusteer.com? I you trust the site, choose Allow. If you do not trust
the site, choose Block.

{Remember this action for this site for all PDF documents

1 [ aiow ]I Block H e | = KB

It's an age of malware and bank fraud.
Here's to hard-working online security
you can bank on.

Help

Trusteer

on IBM Company

Protect your identity and account against fraud and cyber
criminals — they're out there and trying fo get in

& Savens Download Trusteer Rapport. Know your account is protecied.
OD | & » PBU » Downloads - ‘ ‘¢| | Search Downloads el |
Download Trusteer Rapport: fofl Windows}
Cronis T Nanfokes " £ ® | or MAC OS X Snow Leopard a
9 Favorites 2 Name Date modified Type for MAC OS X Mountain Lion and up
B Deskiop No items match your search.

& Downloads

m

o
1=l Recent Places

4 Libraries
:3 Documents
o Music ‘Opening RapportSetup.exe [eEm]
=) Pictures You have chosen to open:
B videos ]| 3 i 4
(=] RapportSetup.exe
File name: % which is: Binary File (426 KE)
Save as type: [Applicat’mn v] from: http://download.trusteer.com
Would you like to save this file?
= Hide Folders [ sve | conca | II

Do you want to run or save RapportSetup.exe (426 KB) from download.trusteer.com?
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INSTALLATION

1. close all running programs, including the internet browser and run the file
RapportSetup.exe. If the ,User account control® mode is enabled please select option
~YES"

2. The next screen is related to possible security windows and warning messages. All
these messages have to be confirmed in positive way (Yes, Allow, Unblock, etc.).
Screen itself hast be confirmed with OK button. Please wait until the download of
additional information is completed

3. Confirm I accept the terms in the licence agreement and click on Install

4. At the end of installation please click on Finish and restart your computer

@©v| 1§ » PBU » Downloads « [ 42 ][ Search Dawnloads 2|
Organize » Include in library + Share with + Bun » fe= > @
¥ Favorites +  Name Date modified Tyl

M Desktop I P RapportSetup.exe I 231.201515:23 Ap
‘ & D 1oy

1

-
" Recent Places

Firewall or antivirus software may show alert dialogs related to this installation.

Please allow any RapportSetup or RapportService programs to proceed if you see

#1 Lbranes 5 z one of these alerts by selecting an option such as:
» [ Documents ant to allow the following program to make
b @ Music changes to this computer? —&nblock
- Yes
I» (=] Pictures - Allow
o B8 Videos v Program name:  RapportSetup - Permit
Verified publisher: Trusteer
1 item File origin: Hard drive on this computer If the installation fails you may want to tempaorarily disable your antivirus or
,‘ security software and try again as antivirus or personal firewall that is set to a very

high level of protection could cause installation to fail,

@ Show details

Change when these notifications appear

Completed the Trusteer Endpoint
This wizard installs Trusteer Endpoint Protection on your computer. Protection Setup Wizard

The installation takes only a few seconds and does not require you to

restart your computer or your browser. If you have a visual

impairment, color blindness, and/or regularly use assistive screen 3

reading technologies, dick on the “"Advanced” button for options. Click the Finish button to exit the Setup Wizard.

The End User License Agreement for IBM Security Trusteer
Rapport and I1BM Security Trusteer Apex Advanced Malware
Protection is available at this URL:

http:/fwww trusteer com/supportfend-user-license-agreement,
and can be viewed using the "View License Agreement” button
below. A copy of the EULA will also be installed on your
computer at the completion of the installation. The EULA
contains important information regarding data (including
personal data) that may be collected.

(@)1 accept the terms in the license agreement e

View License Agresment | Advanced i i Install | I Cancel |

Chapter: Installation



GOOGLE CHROME - EXTENSION INSTALLATION

1. go to website:
https://chrome.google.com/webstore/detail/rapport/bbjliphbppobebmjpjcijfbakobcheof
if the Google Chrome browser is not set as default, copy the link above and paste it
directly into the address bar

click Add to Chrome

confirm with button Add

once the addition is finished notification message will be displayed

to finish the installation click Enable extension

. as a last step please restart Google Chrome

OuUAWN

Sk k- (19) | DeveloperTools | 509716, Confirm New Extension

OVERVIEW REVIEWS
Add "Rapport"? E

3 bmjpjcijfbakobcheof/related (&, =
I el | Rapport has been added to Chrome. x
This icon will be visible when the extension can act
on the current page.
Manage your extensions by clicki s in the
A paooucTs @k soomows | wews B Resousces (@) covemny Tools menu.
Sign in to Chrome to get this extensi r history, |

and other Chrome settings on all your devices,

Trusteer Rapport installation complete

BM Security Trusteer
—
’ii? l === | [prection client.

fears on the right side

New tab Ct ress bar. The icon is
181 Trassteer Rappont w1 W= you are visiting in |

The Rapport icon extension works in ‘
MNew window Ctri+N ected by Rapport and |

New incognito window Ctrl+Shift+<N

Bookmarks 4

BAT3EB4AS5D65B612E38886AF978BL 17 |

Recent Tabs L

.
"Rapport” added Relaunch Chrome in Windows 8 mode i

Another program omputer added an extension Edit Cut Copy Paste

me works.

Save page as.. Ctrl+S
Find... Ctrl+F
Print.. Ctrl+P

e _ 0% . PAT3EB4ASSD65B612E38886AFI78BC Ty

Hi =
il “Rapport” added

Downloads

Remove from Chrome

| Enable extension

Another program on your computer added an extension
me works.

Settings

About Google Chrome

==

HJ New extension added (Rapport) I

‘ Enable extension |I Remove from Chrome
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https://chrome.google.com/webstore/detail/rapport/bbjllphbppobebmjpjcijfbakobcheof.

TRUSTEER RAPPORT AND WARNING WINDOWS

Trusteer Rapport will protect you against different malware threats so it is possible that
security warnings like on the screens below will be opened. All these messages are warnings to
pay an attention because of possible sensitive data are being entered. If you are visiting the
page you are trusting on you can confirm warning window and continue with your work. Below

you will find some examples:

1. On pages which we have set as
protected (i.e. internetbanking)
the possibility of making the
screenshot is blocked. If you try
to create the screenshot on
protected page, there will be

Print Screen Attempt Detected

The captured screen may contain sensitive information from:

» Komercni banka

Trusteer warning window asking
you if you want to allow this
operation.

2. In case of entering passwords on unsecured websites (website s address is not using

secured protocol: ,HTTPS,)

Security Warning i

Any infarmation you enter into this page, including usernames and passwords, is to be sent over an
unencrypted connection and could easily be read by a third party.
Chanoe settings

Do not subrn.jt Submit an!ygy__'

| trust this site, do not alert me again

3. In case of entering payment card 's number:

Cawd Typa

LU HHE L -

Cawd Mumbs
T3 1M 12 1M

Example of the message
during registration payment
card with the Pay pal
account.

— e e v G Variboatan Mmker | inngAnEe

Billing Address

Eniss or selact e 23

of seledl musl maich

% caid The addeess o enbar

& g e this addiess an biling address

Enfar a nae 20re3 s 33 Dilng 3OONeES
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HOW TO SET THE PROTECTION FOR OTHER WEBSITES

You can set the protection for other secured internet websites, ie. websites whose address
begins with: ,https:/ /" ie. https://www.seznam.cz/ or https://www.facebook.com/

Example:

1. We are on a secured page (address begins with https://). In example we are on:
https://www.seznam.cz

2. Page is not protected and Trusteer s icon is GREY

3. Click on GREY icon and in a blue warning window choose , Protect this website"

4. Trusteer’s icon will change to green color = page is protected

Trusteer protects your computer against maheare. Ye also recommend adding site

% Sezrnam - Najdutam, con. X g : 2 !
protections for sites into which you enter sensiive data.

(— < & hitpsy fwww.seznam.cz

) Help and Support &% Open Consale
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ADDITIONAL INFORMATION FOR CORPORATE ENVIRONMENT AND IT

ADMINISTRATORS

Generally the installation in the network environment could be performed in the same way like
on the stand-alone computer. Nevertheless, there may be specific requirements or demmands
for IT rights that a standard user does not have or is not aware of.

BASIC SUGGESTIONS

e We recommend the installation of Trusteer Rapport from IBM in corporate ’s
environment to all end-point stations (desktop stations, notebooks, etc.)

e Decision about installing Trusteer Rapport has to be done by corporate's IT
Administrator

e We recommend to visit the page for corporate 's support

e We also recommend to check detailed instructions for installation in corporate 's
environment

e In case of any difficulties or installation troubles please contact Trusteer s technical

support

CONTACT DETAILS FOR TRUSTEER RAPPORT 'S TECHNICAL SUPPORT

e request for technical support via web form

o Full installation (offline installation) of Trusteer Rapport is available here:

Windows (32bit) - https://download.trusteer.com/4kt6IYt5e/RapportSetup-Full.exe
Windows (64bit) - https://download.trusteer.com/4kt6IYt5e/RapportSetup-
Full x64.exe
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http://www.trusteer.com/support/enterprise-support-submit-ticket?lang=en
http://www.trusteer.com/support/enterprise-deployment?lang=en
http://www.trusteer.com/support/enterprise-support-submit-ticket?lang=en
http://www.trusteer.com/support/enterprise-support-submit-ticket?lang=en
http://www.trusteer.com/support/enterprise-support-submit-ticket?lang=en
https://download.trusteer.com/4kt6IYt5e/RapportSetup-Full.exe
https://download.trusteer.com/4kt6IYt5e/RapportSetup-Full_x64.exe
https://download.trusteer.com/4kt6IYt5e/RapportSetup-Full_x64.exe

